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ABSTRACT

Introduction. With the growth of economic crimes, there is an increase in financial crimes in organizations, in-
cluding corruption. Despite the efforts of law enforcement agencies and compensation for damages, hidden crime
within companies remains a serious threat. To solve this problem, modern investigative methods such as forensics
are needed, combining financial, legal, psychological and auditing knowledge. The purpose of the study is to de-
velop proposals for improving the methods of law enforcement using modern technologies to increase efficiency
in solving economic crimes. To achieve this goal, current methods of forecasting will be investigated and their
disadvantages and risks for the company will be identified, the potential of new technologies in relation to the
field under consideration will be studied and a list of practical recommendations for their use will be developed.

Materials and methods. The research methodology includes data analysis and synthesis, comparison of dif-
ferent approaches to forensic accounting. Special attention is paid to the specifics of fraud in various areas of
the organization’s activities: in production, in sales and in personnel management. The specific methods used in
forensic accounting to identify economic crimes are considered. The methods are divided into three main groups:
auditing (standard accounting procedures), expert-analytical methods (study of financial indicators, identifica-
tion of hidden patterns) and specialized (wealth assessment, asset movement tracking and gross profit analysis to
detect income and expense manipulation).

Results and conclusions. The limited nature of current methods of forecasting is indicated, such as labor
intensity, subjectivity of interpretation, difficulty in detecting complicated schemes, retrospectivity, detection of
collusion and insuflicient adaptation to the digital environment. An analysis of the risks that arise for companies
that use the services of forensic specialists, or maintain a department for the detection of economic crimes in the
company, taking into account outdated methods of forensic accounting. From the almost certain and critically
important to the rare and insignificant, risks are identified in the form of excessive financing of activities that do
not bring appropriate benefits, continued withdrawal of shareholders from the company, loss of potential inves-
tors and customers, the obligation to pay fines for violations of the law, leakage of data and confidential informa-
tion, lack of quality personnel and many others.

Discussion. In connection with the identified risks, solutions are proposed to improve forensic accounting, in-
cluding the use of artificial intelligence for data analysis and threat forecasting, the introduction of social network
monitoring systems to identify links between participants in schemes, the use of AR/VR for data visualization
and analysis tools for creating reports and detecting anomalies, and other innovations that will optimize the pro-
cess and focus on identifying violations that cannot be automated. While forensic accounting offers a wider range
of opportunities to detect fraudulent schemes compared to auditing, the growing complexity of economic crimes
in the digital environment requires a change in the existing paradigm of forensic accounting right now. The issue
for further detailed study should be the side of the economic feasibility of introducing improved methods into the
practice of forensic specialists. Although traditional methods still remain a fundamental element, their inherent
limitations reduce the effectiveness of their use in performing modern problems. Thus, the strategic solution is to
introduce modern technologies into the forensic accounting, which represent a more convincing way to increase
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the effectiveness of economic crime investigation methods that contribute to the financial stability of the com-
pany. At the same time, this improvement eliminates the information asymmetry between insiders and external
stakeholders, increasing operational efficiency by optimizing costs, increasing transparency of management and
reducing the possibility of exposure to reputational risks.
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HAYYHAS CTATbS

COBPEMEHHbBIE ®OPEH3UK-METO/ bl
AN BbIABJIEHUA U NPECEYEHUSA
IKOHOMUNYECKUX NMPECTYNJIEHUU
B KOPMOPATUBHOM CEKTOPE

3. A. Xutposa', 0. J1. l0guHa'’

! Poccuickas akafieMust Hapo[IHOrO X03CTBa 1 rocyapCTBEHHOM Cyxbbl npu MpesuaeHTe Poccuitckon Megepaupy,
YpanbCkuid UHCTUTYT ynpaBneHus (ExatepuHbypr, Poccus)

AHHOTALMNA

Beenenue. B ycioBusax pocTa 9KOHOMUYECKUX TIPECTYIICHUH HabJIIOMaeTCsl yBeJIMUeHNEe KoIndecTBa (hu-
HAHCOBBIX TIPECTYIVICHUI B OPraHU3aIugaX, BKJIOYas Koppymniuio. HecMoTpst Ha ycnins npaBoOXpaHUTETbHBIX
OPTaHoB U BO3MeIleHue yiepba, CKPBITast TTPECTYITHOCTh BHYTPH KOMITAHHIT OCTAETCs Cephe3Hoi yrpo3oi. s
pereHust 9Toil PobIeMbl HEOOXOIMMbI COBPEMEHHBIE METOJIBI PACCIEIOBAHNS, TaKKe Kak (hOPEH3NK, 0ObEANHA-
1omue (PUHAHCOBbIE, IOPUINUECKUE, ICUXOJIOTNYecKue U ayAuTopckue 3Hanust. Orpeesnena 11eib UCcael0BaHus
— pa3paboTarh MPEVIOKEHUST 10 COBEPIIEHCTBOBAHUIO (HOPEH3UK-METOIOB C UCIOJIb30BAHIEM COBPEMEHHBIX
TEXHOJIOTUH /171 TIOBBINEeHNS 3(P(HEKTUBHOCTHU MPU PACKPBITUN 9KOHOMUYECKUX TIpecTytienuit. [lug noctuxe-
HUS 9TOH 1161 Gy/IyT NCCIeI0OBAHBI TEKYIIHE METO/IbI (DOPEH3UKA U BBISBJICHBI MX HEIOCTATKH, PUCKH JIJIST KOM-
MaHWH, TakKe Oy/IeT U3ydYeH MOTEHIMA HOBBIX TEXHOJIOTHH TIPUMEHHUTENHHO K paccMaTprBaeMoii cepe u paspa-
GoTaH TepedeHb MPAKTUICCKUX PEKOMEH/IATINH M0 X UCITOIb30BAHUIO.
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Marepuaisl 1 MeTOIbI. MeTOI0JI0THS UCCIeIOBAHNS BKIIIOUAT aHAJIU3 U CUHTE3 JIAHHBIX, CDABHEHUE Pa3Jiny-
HBIX MOAX0/I0B K (hopensuky. Ocoboe BHUMaHWE YIETIeTCs CrielnpruKe MOIIEHHUYECTBA B PA3JUUHBIX chepax
JIeSITeIbHOCTY OPTaHU3AIMU: B TTPOU3BOICTBE, TTPOJIAsKaX M YIIPaBJEHUM TepcoHasioM. PaccMaTpuBaioTcs KOH-
KpEeTHBIE METO/IbI, UCTIOJIb3yeMble B (hOPEH3UK-PACCIE0BAHMSX JIJIs1 BBIABJIEHUS 9KOHOMUYECKUX MTPECTYIJICHUT.
MeTobl JIeiATCS HA TPU OCHOBHBIE TPYIITILL ayAUTOPCKUe (CTaHAapTHBIE TIPOIEAYPbl GYXTaJTepCcKOTO yduera),
JKCIepTHO-aHaIUuTHUecKue (M3ydeHne (HUHAHCOBBIX TIOKAa3aTeJiel, BbIIBJIEHUE CKPBITBIX 3aKOHOMEPHOCTEN)
U CTIeTMaI3upoBanHble (OIeHKa 6JIaT0COCTOSTHUS, OTCJACKUBAHNE JIBVKEHNST aKTHBOB U aHAJIM3 BaJIOBOW MTpHU-
OBLIN JIUIST BBISABJICHUST MAHUTTYJIATIAH C IOXOAMU U PaCXO/[aMi ).

PesyabraThl ¥ BBIBOABI. YKA3bIBACTCA OIPAHMUYEHHAS CYITHOCTb TEKYIIUX METOZO0B (POPEH3NKA, TAKUX KaK
TPYIOEMKOCTD, CYOBEKTUBHOCTD WHTEPIPETAINH, 3aTPYAHUTENHHOCTh OOHAPYKEHIST YCIOKHEHHBIX CXEM, pe-
TPOCTIEKTUBHOCTD, BBISIBJIEHHE CTOBOPOB M HEOCTATOYHAS afanTanus K mudpoBoii cpene. IIpoBoanTes anamms
PUCKOB, BO3HUKAIOTINX [IJIsi KOMIIAHUH, KOTOPBIE MCIIOJIB3YIOT YCIYyTH (hOPEHIUK-CIEIMATUCTOB, JTHOO COMEPKAT
OT/IEJT TIO0 BBISBICHUIO SKOHOMIUYECKUX TPECTYTIEHUH, ¢ YIeTOM yCTapeBINUX MeToZoB (opensnka. OT caMbIx
BEPOSTHBIX I KPUTHIECKH BasKHBIX /[0 MAJIOBEPOSTHBIX M MAJIO3HAUNMBIX — BBISBJIAIOTCS PUCKH B BHU/IE: U3JIUTII-
Hero (DMHAHCUPOBAHUS HE MPUHOCSIIEH COOTBETCTBYIOMIEH MOJB3BI AeATETbHOCTH; TTPOAOLKEHNs BBIBOA aK-
THBOB U3 KOMIIAHUH; TIOTEPH TOTEHIIUATBHBIX HHBECTOPOB ¥ KJIMEHTOB; BOSHUKHOBEHsI 00SI3aHHOCTH BbITLIATHI
mTpadoB 3a HapyTIeHNe 3aKOHOIaTeTbCTBA; YTEUKN AAHHBIX M KOH(DUAECHITNATBHON MHGOPMAINN; HEXBATKH Ka-
YeCTBEHHBIX Ka[pOB I MHOTHE JIPYTHE.

OGcyskaenne. B cBsi3u ¢ BBISIBJIEHHBIMU PUCKAMU [TPE/JIATAIOTCS PENIEHHsI TI0 COBEPIIEHCTBOBAHUIO (hOpeH-
3MK-METOIOB, BKJIIOUAIOIIIE NCITOJIb30BAHNE NCKYCCTBEHHOTO NHTEJIJIEKTA [T aHAIN3a TAaHHBIX 1 TPOTHO3WPOBA-
HUS yTPpo3, MPUMeHeHNe CICTeM MOHUTOPHHTA COIMATBHBIX CeTell JIsT BBIIBICHUS CBS3EH MEXAY YIaCTHUKAMMU
cxeM, mpuMererne AR/VR ns Busyanusaimy 1aHHBIX 1 MTHCTPYMEHTOB aHAIN3a JJISI CO3[IaHUS OTYETOB U BbI-
ABJIEHUS AHOMAJINI M UHBIE HOBOBBENIEHNU S, UTO ITO3BOJIUT ONITUMU3UPOBATD TIpoliece U chOKYyCHPOBaThCS Ha BbI-
SBJICHUM HAPYIIEHWH, He MOIAIONINXCs aBTOMaTH3aIui. B To BpeMst Kak (GOPEeH3uK TpecTaBisteT OObIIMit
CIIEKTP BO3MOYKHOCTEN 10 BBIABIECHUIO MOIIEHHUYECKUX CXEM 110 CPAaBHEHUIO € ayINTOM, PACTYIIAs CJA0KHOCTD
HKOHOMHUUYECKUX TIPECTYIUIEHNIT B IU(MPOBOI cpejie TpebyeT CMeHbI CYIECTBYIONIEl TTapaiurMbl (hOPEH3NKa ke
ceityac. Bompocom /st abHEHIIero 1eTaabHOro N3yYeHust I0JKHA CTaTh CTOPOHA 9KOHOMIYECKOH 060CHOBaH-
HOCTH BHEJIPEHUS YCOBEPIIEHCTBOBAHHBIX METO/IOB B TPAKTUKY (hOPEH3UK-CIEIIMATUCTOB. XOTb TPAAUIIMOHHbBIC
METO/IbI /IO CUX TIOP OCTAIOTCSI OCHOBOTIOJIATAIONNM 2JIEMEHTOM, OJIHAKO MPUCYIIHE UM OTPAHUYCHUS CHUKAIOT
3(h(HEKTUBHOCTD X TIPUMEHEHUS B BBIIOJTHEHUN COBPEMEHHBIX 3a/1a4. TaKuM 06pasoM, CTPATernuecKiM PEIeH -
€M SIBJIIETCST BHEAPEHUE B (POPEH3UK COBPEMEHHBIX TEXHOJIOTHH, TIPEICTABIAIONINX co60it Gosee yoeuTebHbII
MyTh TIOBBITIEHUST 3((HEKTUBHOCTH METO/IOB PACC/IE/IOBAHNS 9KOHOMUYECKUX TIPECTYIICHUH, CITOCOOCTBYIONINX
(unarcoBoit crabubHOCTH KOMIaHH. OIHOBPEMEHHO 9TO YCOBEPIIEHCTBOBAHUE YCTPAHAET HH(MOPMAITIMOHHYIO
ACMMMETPUIO MKy MHCalijiepaMy 1 BHEITHUMM 3aWHTEPECOBAHHBIMU CTOPOHAMU, YBEJIUYNBAS OTICPAIIMOHHYIO
3(heKTUBHOCTH 32 CYET ONTUMHU3AINH 3aTPaT, TOBBINIAS TPO3PAYHOCTD YIIPABICHNS U YMEHBINAS BO3MOKHOCTD
TTOIBEP’KEHHOCTU PEIYTAIMOHHBIM PUCKaM.

KJTKOYEBbBIE C/TOBA
Dopensuk, sKOHOMUYECKIE TIPECTYIIEHNS, (PUHAHCOBOE paccJiefloBaHue, 9KCIePTU3a, KOPIOPaTUBHOE MO-
MMEeHHUYECTBO, ¢ poBas Tpanchopmarus.
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KOH®NNKT UHTEPECOB

ABTOpBI 3as1BJISTIOT 00 OTCYTCTBUH KOH(DJIMKTA HHTEPECOB.

MCNOJIb3OBAHUE CPEACTB UM

ABTOpI)I 3asBJIAIOT O TOM, YTO IIPU HalTUCaHUN HaHHOI;,I CTaTbU HE ITPUMEHAINCDH CPEACTBA TEHEPATUBHOTO MC-

KYCCTBEHHOT'O MHTEJIJIEKTA.

Crarps nocrynmaa 09.07.2025; penensus noayuena 27.10.2025; npunara k nybaukanun 20.11.2025.

Introduction

uring the globalization and increasing complexi-

ty of transactional activities of business entities,
there is a tendency to escalate the scale and sophis-
tication of illegal activities in the financial and eco-
nomic sphere. Statistical data from the Ministry of
Internal Affairs of the Russian Federation for 2024
indicate the recording of more than 65,000 economic
crimes, a significant proportion (over 70%) of which
belong to the category of grave and especially grave
crimes. In addition, over 18,000 corruption offenses
have been identified, which highlights the escalat-
ing nature of the problem. As a result of operational
search measures and procedural actions, compensa-
tion for damages, the seizure of assets and the with-
drawal of funds totaling more than 242 billion rubles
were provided. Tt should be noted that these indica-
tors reflect only verified cases, while latent crime in
the economic sphere, especially in terms of intra-cor-
porate fraud, poses a significant threat to economic
security. Among the most common types of corporate
fraud are such as misappropriation of assets, exploita-
tion and use of company equipment for personal gain,
collusion, falsification of documentation, dissemina-
tion and sale of insider information, etc. [1, p. 145].

The established paradigm of achieving corporate
economic security, adopted as a basis, involves the
implementation of several key aspects:

1. Risk management, which allows you to identify
existing threats, assess the likelihood of their occur-
rence and the criticality of potential damage.

2. Ensuring effective implementation of internal
control of department employees in the implementa-
tion of business processes.

3. Achieving a sustainable competitive advantage
by strengthening market share and implementing
technological innovations.

In order to achieve financial stability, implement
these processes and combat the increased number of
complicated fraudulent schemes, the method of ap-
plying specialized methods of forensic accounting,
which is an interdisciplinary approach integrating
knowledge in the field of financial accounting, au-
diting, jurisprudence, sociology and psychology of
human behavior for the investigation and prevention
of economic offenses, is becoming popular and signif-
icant [2, p. 3915]. The existing demand among the
private sector for the use of this service is explained
not only by preventing the risk of loss of income from
opportunistic behavior and the detection of illegal
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schemes among the company’s management and staff,
but also by the opportunity to demonstrate the at-
tractiveness and financial stability of the company to
potential investors.

However, the traditional methods used by foren-
sics specialists do not show high results in the fight
against modern fraudulent schemes implemented by
people in the digital space. In this regard, there is a
need to improve the existing approaches of foren-
sic accounting in identifying illegal schemes for the
withdrawal of assets from the company, manipulation
of financial statements, and enrichment bypassing
the legislation of the Russian Federation to effective-
ly prevent economic crimes.

The purpose of this study is to analyze the meth-
ods of coercion used in modern practice, to identify
their weaknesses, which will help develop a list of
recommendations for updated methods of preventing
economic crime using technological solutions to im-
prove the effectiveness of coercion as a service pro-
vided to the private sector.

Solving the tasks set will be the basis for achiev-
ing the goal:

1. Specification of the subject and the object of the
research of forensic accounting as a service provided
to private business

2. Conducting a critical analysis of existing (tra-
ditional) methods of forecasting.

3. Identification of problems and limitations asso-
ciated with the use of traditional methods of forensic
accounting in modern conditions.

4. Drawing up a matrix of risks that arise for the
corporate sector when using forensic accounting
with existing restrictions.

5. Development of a set of scientific and practical
recommendations for improving the methodology of
forensic accounting based on the results obtained.

Given the vastness of the subject area of economic
crimes, there are discrepancies in the definition of the
concept of forensic accounting among domestic and
foreign authors [3, p. 106]. This study will focus on
the analysis of offenses that arise within the frame-
work of business operations within an organization,
and therefore the following definition is proposed:

A forensic accounting is an independent expert in-
vestigation of the facts of financial, economic, organ-
izational or other activities of a company, carried out
by engaged specialists in order to assess risks, identi-
fy facts of corporate fraud, personnel misconduct and
corruption.



E. A. Khitrova, O. L. Yudina

Currently, the provision of forensic services is
mainly carried out by consulting and auditing organ-
izations. There is a logical justification for this fact,
since audit services by themselves are able to detect
only a narrow range of economic crimes, which is as-
sociated with random verification in the audit, for
this reason, larger-scale methods of uncovering eco-
nomic crimes in the form of forensic accounting are
becoming popular [4, p. 265].

Proactive implies a range of services provided by
specialists in the form of:

— Financial investigation (disclosure of fraud
facts, identification of vulnerabilities in the compa-
ny’s activities);

— Asset search (verification of the trustworthiness
of legal entities and individuals; identification of facts
of concealment or misappropriation of assets);

— Corporate intelligence (identification of the af-
filiation of the person being checked with other per-
sons; reputation check);

— Identification of intentional bankruptcy (calcu-
lation of withdrawal schemes from the company);

— Internal investigation of incidents (diagnostics
of procurement activity, employee fraud);

— Regulatory compliance analysis (internal cor-
ruption and ethics violations, insider trading and
market manipulation);

— IT-proactive (collection and processing of in-
formation from electronic media to detect unauthor-
ized use of confidential information);

— Countering money laundering (money launder-
ing and terrorist financing), etc. [2, p. 3918; 5, p. 76].

In the Russian market, the relevant services are
provided, in particular, by companies that were pre-
viously part of the «Big Four» (Kept, Trust Technol-
ogies, B1, DRT). At the same time, recently there
has been a tendency to create specialized forensic ac-
counting units in the structure of large corporations,
which indicates an increasing demand for these ser-
vices from the corporate sector.

Materials and methods
In the framework of this study, a set of interrelat-
ed scientific methods was used in the form of data
analysis and synthesis, which were used to study and
systematize theoretical material related to the prob-
lems of using forensic accounting, as well as compar-
ison to identify the advantages and disadvantages of
various methods of preventive measures.

Significant economic risk dictates the need for fo-
rensic accounting [6, p. 220]. For this examination,
there is the following algorithm of actions:

1. Systematization of risks and fraud schemes.
Identification and classification of typical organiza-
tional environment problems, typical scenarios and
common fraud schemes relevant to the industry and
type of activity under study.

2. Improvement of methods for detecting deliber-
ate data distortion. Building upon existing protocols

for detecting deliberate data distortion, this study
proposes refinements to the methodologies employed
for identifying indications of intentional informa-
tion manipulation. Furthermore, it advocates for
a risk-informed approach to prioritize and narrow
down salient threats, enabling more focused and ef-
fective subsequent investigation.

3. Simulation of fraud scenarios. Extrapolation of
investigative technologies to business processes, that
is, the development of models of likely fraud scenar-
ios and methods for their detection and suppression.

When modeling fraud scenarios within an or-
ganization, it is advisable to take into account the
specifics in different areas with an increased risk of
committing illegal acts: production, sales, personnel
management. Next, we will consider the specifics of
the manifestation of risks in each of these areas.

1. Fraud in the field of production. Tt implies the
implementation of illegal actions within the frame-
work of the production process. One of the common
schemes is the unjustified cancellation of a marriage
or manipulation of classifiers and reference books to
hide theft and abuse. Another example is the organ-
ization of a «parallel business», when a person who
has influence on decision-making in a company redi-
rects orders to a third-party organization under his
control, obtaining personal benefits to the detriment
of the interests of the company. Cases of the sale of
unaccounted-for finished products and surplus raw
materials through manipulation of production stand-
ards, distortion of accounting data, breakdown of
control and measuring equipment are also common.
Forensic accounting specialists identify areas of for-
mation of unaccounted-for finished products and
surplus materials by analyzing production and ware-
house accounting data, comparing them with inven-
tory results and video surveillance data.

2. Fraud in the field of sales. The main scheme
is to sell products at low prices and receive hidden
rewards from the buyer. This scheme can be imple-
mented in various forms, including contract fraud:
misrepresentation of expenses, violation of conflicts
of interest, receiving rewards, etc. [7, p. 3]. Forensic
accounting specialists analyze the terms of transac-
tions, identify the facts of providing individual buy-
ers and contractors with advantages that discrim-
inate against the interests of the owner, compare
prices with market prices and identify signs of price
underestimation.

3. Fraud in the field of personnel management. Mal-
feasance within personnel management manifests in
various guises. Common schemes encompass the un-
warranted disbursement of bonuses, the fraudulent
inflation of payrolls through the inclusion of fictitious
employees (colloquially termed ‘dead souls’), the
artificial augmentation of expenses related to con-
struction, installation, or repair projects, investment
activities detrimental to shareholder value, and the
execution of contracts under unfavorable conditions.
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Forensic accountants detect such improprieties
through meticulous scrutiny of staffing schedules,
timekeeping records, payroll documentation, em-
ployment contracts, and other records substantiating
financial interactions with personnel.

The effectiveness of an organization’s internal
control system is reduced if the authority to process
transactions related to income or expenses is exces-
sively concentrated in the hands of one individual or
unit. In order to analyze the effectiveness of control
procedures and identify potential vulnerabilities, fo-
rensic accounting experts use operational flowcharts
that display the sequence of operations and the move-
ment of documents between departments. With this
method, it is possible to achieve a complete visuali-
zation of information flows, which makes it possible
to identify inefficient or overlapping control points.

Currently, specialists engaged in forensics use a
wide range of methods, which can be conditionally
divided into three groups: audit, expert-analytical
methods and specialized [8, p. 115].

1. Audit methods. This group of methods involves
the use of standard audit procedures to identify
anomalies and signs of fraud. Despite the controver-
sial nature of traditional accounting methods, many
authors identify them as a separate category of foren-
sic accounting [9, p. 80]. These include:

— Accounting analysis: the study of the balance
sheet, the statement of financial results (profit and
loss) and the statement of cash flows in order to iden-
tify unusual trends, inconsistencies and deviations
from established norms.

— Document verification: confirmation of authen-
ticity, completeness and compliance of financial doc-
uments with accounting data. Examination of signa-
tures, seals and other details of documents.

— Inventory: Comparing the availability and con-
dition of an asset on the company’s balance sheet
with its physical ownership by the company.

2. Expert-analytical methods. A detailed and in-
depth study of the company’s financial performance,
based on which a conclusion is drawn about the pres-
ence or absence of hidden patterns, deficiencies, evi-
dence of fraudulent activities. Include:

— Analysis of financial coefficients: calculation
and comparison of coeflicients of current, fast, abso-
lute liquidity, turnover, profitability, equity, financial
independence, financial stability with regulatory or
industry average values. The revealed deviations
demonstrate the presence of weaknesses of the com-
pany, within which the risk of fraudulent transac-
tions is possible.

— Time series analysis: the dynamics of changes
in financial indicators over time allows you to see the
transformations taking place and conclude about the
presence or absence of unusual fluctuations, trends
and anomalies, which may be signs of illegitimate
ways of making a profit.
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3. Specialized methods. This group of methods is
specific to forensics and involves the use of unique
techniques and techniques aimed at detecting and
investigating fraud. Among them:

— Net Worth and Expense Methods: an assess-
ment of a person’s well-being based on an analysis of
his assets, expenses and income over a certain peri-
od. A significant excess of expenses over income may
indicate the presence of unaccounted-for sources of
income obtained illegally.

— Asset Trackin: a method aimed at establishing
the trajectory of assets (cash, property, etc.) from the
initial source to the final beneficiary. This method al-
lows you to identify complex money laundering and
asset concealment schemes.

— Gross Profit Analysis: a method that allows you
to identify manipulations with income and expenses
by analyzing the dynamics of gross profit. This meth-
od is effective in investigating cases of skimming,
when funds are withdrawn from a business before
they are reflected in accounting.

— OSINT (Open Source Intelligence): a method
of collecting and analyzing data about individuals in-
volved in a company, that is, information intelligence
using open data sources. It is applicable in the situa-
tion of establishing a digital footprint at the risk of
fraudulent schemes.

— HUMINT (Human Intelligence): a method
of intelligence, which is a psychological contact
with a source of information, using methods of
social engineering. Since the human factor is one
of the most dangerous and unpredictable in the
conduct of financial activities, the identification
of prohibited actions and relationships is possible
thanks to information received directly from a
person, and not indirectly from documents com-
piled by him.

Despite the revealed relevance of the use of fo-
rensic accounting by companies, as well as the use
of a huge number of interdisciplinary methods in
this type of expertise, many researchers such as
Shukhman [10, p. 229], Zlobova [11, p. 68], Kapri-
yan and Tolmacheva [12, p. 72] in their works raise
the question of whether that there are currently
certain difficulties in implementing this type of ac-
tivity. The disadvantages under consideration limit
the possibility of using this service, making it less
flexible in an environment where fraudsters come
up with increasingly sophisticated schemes to com-
mit economic crimes. In their work, Kapriyan and
Tolmacheva conclude that solutions to the problems
raised are required in the context of the changed
conditions of digital transformation. As Paradee-
va, Volkova and Lyaskina emphasize in their work,
the timely implementation of specialized programs
in the field of security control and data protection
makes it possible to minimize the risks of economic
fraud [12, p. 228].
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Results

An analysis of existing approaches to conducting
surveillance allows us to identify a number of

limitations that reduce the effectiveness of detecting

and investigating economic crimes in modern condi-

tions. The most significant are:

1. High labor intensity and significant time costs.
Modern organizations generate huge amounts of data
(Big Data), manual analysis of which using tradition-
al methods becomes almost impossible and requires
significant time resources.

2. Subjectivity of interpretation of results. The in-
terpretation of the results of the analysis of financial
ratios and the identification of abnormal trends in re-
porting largely depend on the experience and qualifi-
cations of a specialist. There is a risk of subjective as-
sessment and missing important signals about fraud.

3. Limited effectiveness in detecting complex and
well-disguised schemes. Traditional auditing meth-
ods may not be effective in identifying complex fi-
nancial schemes involving offshore companies and
complicated transactions.

4. Retrospective evaluation of the data. Auditing
and mathematical analytical methods rely on work-
ing with data related to the past period. While the
risks of detecting vulnerabilities in the company’s
business process exist and are changing in the present
period. Focusing on the analysis of historical data can
reduce the effectiveness of disclosing financial fraud
in a company.

5. Low level of trust in the facts collected accord-
ing to the system «from person to person». Special-
ized methods of surveillance involve building a dia-
logue with an informant who has information about
existing fraudulent schemes against the company,
using social engineering. However, for this, it is nec-
essary to first draw up a reliable portrait of the in-
formant in order to identify the levers of influence for
obtaining the necessary information. There is a high
risk of making mistakes in drawing up a portrait of
the information source from a forensic specialist due
to existing emotional beliefs or empathy.

6. Difficulty in detecting collusion. Most stand-
ard approaches are not effective enough against
well-organized group frauds; as such schemes often
involve coordinated actions by participants, masking
the traces of a crime, and a well-thought-out system
for allocating responsibility. Traditional methods of
analysis are often focused on identifying individual
violations, whereas collective criminal acts require
a comprehensive approach that can identify con-
nections between group members. In addition, par-
ticipants in the conspiracy may intentionally create
false trails, complicating the investigation process
and making it difficult to establish the true motives
and connections between the perpetrators. Finally,
judicial practice shows that evidence of the guilt of
individual members of a group is often insufficient
to charge the entire group, especially if the scheme

is organized in such a way as to minimize the risks of
exposing each participant separately.

7. Poor adaptation to financial fraud in the digital
environment. Traditional approaches are insufficient-
ly adapted to the use of digital means of data manip-
ulation, they do not take into account the features of
modern technologies, such as the ability to easily hide
information in the digital space, imperceptibly change
data and apply complex IT solutions to organize illegal
actions. Criminals actively use encryption capabili-
ties, anonymizers, and distributed networks to protect
their activities, which significantly complicates the
work of forensic specialists. For example, using cloud
services allows you to store information outside the ju-
risdiction of a particular company, creating additional
obstacles to its discovery and seizure.

8. The lack of a unified methodological framework
for the implementation of financial and economic in-
vestigations in the form of law enforcement, regulat-
ed by the norms of national legislation.

9. Shortage of personnel. To conduct research, the
group of persons providing forensic services may in-
clude lawyers, auditors, specialists in the field of cor-
porate intelligence, as well as employees with special-
ized competencies that allow them to be experts in the
type of activity that the client company of the service
is engaged in. Thus, each of the group’s specialists, in
addition to the skills of their respective field, must
have the competencies of a forensic specialist. This
feature makes it much more difficult to find a staff.

These restrictions are prerequisites for the emer-
gence of a number of risks for the corporate sector.

The listed risks indicate that it is unprofitable for
the corporate sector for forensic as a service to remain
with the old base of methods, without changing to
the digital conditions of our time. Since in most cases
this will lead to additional costs, reputational risks,
and low efficiency in suppressing economic crimes.

Discussion

isk analysis, while maintaining the situation in

the same state, shows that traditional methods
used in forensic accounting have certain weakness-
es that increase the likelihood of economically unfa-
vorable consequences for the company. Despite the
existing limitations, the forensic accounting remains
a competitive tool for detecting illegal and fraudulent
actions within the framework of an organization’s
activities, allowing it to solve extremely important
tasks using a variety of approaches based on the spe-
cifics of the industry of the company in question. [ 14,
p. 49]. As a result, it is impractical for the corporate
sector to abandon the use of preventive measures. In
this regard, the issue of modernization of old methods
becomes urgent. To achieve this goal, recommenda-
tions have been developed to improve the methods of
forensic accounting based on the integration of mod-
ern technologies, ranked according to the degree of
importance to the company:
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Table 1 - Risk matrix for the company while maintaining restrictions on forensic accounting
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of the company's
industry
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economic crimes

3)
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distrust of them

(4)

fraudsters

(5)

Source: compiled by the author

— Development and implementation of systems
based on artificial intelligence (AT) and machine
learning (MO) for automated analysis of large
amounts of data (cash flow, network traffic, file sys-
tems) in order to identify anomalies, suspicious ac-
tivity and potential signs of incidents.

— The use of modern multifunctional mediaand so-
cial media monitoring systems to build interpersonal
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relationships between the profiles of various users
to identify and intersect contacts between company
employees and external contractors.The use of such
monitoring systems will help speed up the search for
necessary digital evidence in the case of collusion, as
well as the possibility of providing them when bring-
ing a case to trial.
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— Integration of augmented (AR) and virtual real-
ity (VR) technologies to create interactive spaces for
data visualization and simulation of incident scenar-
ios, which will allow forensic specialists to improve
their understanding of the production process, cash
flow in the company and the relationships between
departments. Forensic specialists will be able to see
the full picture with all the features of the object un-
der study, which will give a huge advantage when
analyzing «bottlenecks».

— Using Data Analytics tools such as Power BI,
Tableau, and others to create visual reports and
charts, analyze key indicators, and identify anoma-
lies. The transfer of reporting analysis to an automat-
ed system will allow specialists to focus on identify-
ing violations in established patterns that may indi-
cate the presence of fraudulent schemes.

— Using the blockchain system to record trans-
actions in an immutable and transparent registry to
track the movement of assets, as well as identify suspi-
cious transactions. This innovation will be effectively
used within the company’s department dealing with
the prevention of economic crimes, as it will prevent
the transfer of data to third-party organizations and
at the same time ensure the effective implementation
of the control function.

— The use of AT to identify potential threats based
on the analysis of historical data, user behavior pat-
terns, information about vulnerabilities and external
factors, as well as the preparation of predictive sce-
narios for the occurrence of economic crimes with a
detailed action plan to prevent them.

— The problem of the lack of qualified personnel
with knowledge of the profile and at the same time
able to apply the methods used by forensic special-
ists can be solved by conducting specialized training
sessions in augmented or virtual reality format. Prac-
tical cases developed by Al that is, which did not ac-
tually take place, can become a good basis for training

personnel to solve non-standard tasks and search for
intricate relationships.

The list of recommendations is not exhaustive
and will continue to be updated as time passes. There
is an urgent question that concerns the practical side
of using modern technologies in conducting surveil-
lance, namely, the problem of introducing new tools
into the activities of individual companies providing
services to forensic specialists, as well as within the
work processes of departments for detecting econom-
ic crimes created within the company. This aspect
should be considered in detail in order to avoid un-
justified unnecessary costs for the corporate sector.

Thus, despite the emergence of an alternative
to auditing of forensic accounting services, which
provide a more in-depth analysis of the financial
and economic activities of the company, preventing
possible fraud risks [15, p. 3], the analysis revealed
a growing need to improve the methods of forensic
accounting due to the increasing complexity of eco-
nomic crimes in the digital economy era. Traditional
methods continue to be an important part of the ar-
senal of specialists, but they face limitations in terms
of labor, accuracy, and the ability to identify complex
patterns, which causes additional risks for business
representatives. The areas of improvement proposed
in the work, based on the integration of modern tech-
nologies, represent a promising way to increase the
effectiveness of forensic accounting and ensure the
economic security of organizations. Reducing fraud
in the corporate sector minimizes information asym-
metry between insiders and external investors, which
increases confidence in corporate reporting; allows
companies to optimize operating costs and reallo-
cate resources in favor of innovation and productive
investments; promotes management transparency,
reducing conflicts between management and share-
holders; reduces the likelihood of reputational risks
for the company.
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